As Introduced

135th General Assembly

Regular Session S. B. No. 91

2023-2024
Senator Schaffer

Cosponsors: Senators Cirino, Romanchuk

A BILL

To amend sections 117.103, 124.341, 126.47,
1347.15, and 4113.52 of the Revised Code
regarding fraud, waste, and abuse of public

funds.

BE IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF OHIO:

Section 1. That sections 117.103, 124.341, 126.47,
1347.15, and 4113.52 of the Revised Code be amended to read as

follows:

Sec. 117.103. (2) (1) The auditor of state shall establish
and maintain a system for the reporting of fraud, including
misuse and misappropriation of public money, by any public
office or public official. The system shall allow Ohio residents
and the employees of any public office to make anonymous
complaints through a toll-free telephone number, the auditor of
state's web site, or the United States mail to the auditor of
state's office. The auditor of state shall review all complaints

in a timely manner.

(2) (a) Subject to division (A) (2) (b) of this section, the

auditor of state shall keep a log of all complaints filed under
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this section, which is a public record under section 149.43 of

the Revised Code. The log shall include the date the complaint

was received, a general description of the nature of the

complaint, the name of the public office or agency with regard

to which the complaint is directed, and a general description of

the status of the review by the auditor of state. If section

149.43 of the Revised Code or another statute provides for an

applicable exemption from the definition of public record for

the information recorded on the log, that information may be

redacted.

(b) The auditor shall not log a complaint regarding an

ongoing criminal investigation, but shall log the complaint not

later than thirty days after the investigation is complete.

(B r—Apubtie—eoffice— (B) The auditor of state shall

create training material detailing Ohio's fraud-reporting system

and the means of reporting fraud, waste, and abuse. The

department of administrative services shall preovide—dnformation—

frawd administer the auditor's training material to each new

employee or elected official upon taking office or beginning

employment with #ke—a public office, in a manner prescribed by

the auditor of state. Such materials shall be as concise as

practicable. Each new employee or elected official shall confirm

receipt of this imfermatiermmaterial within thirty days after

taking office or beginning employment. The training shall be

required every four vears for each employee or elected official.

The auditor of state shall provide a model form on the auditor

of state's web site to be printed and used by mew—public

employees and elected officials to sign and verify their receipt

of imfermatienm—material as required by this section. The auditor

of state shall confirm,

when conducting an audit under section
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117.11 of the Revised Code, that mew—public employees_and
elected officials have been provided infermatien—material as

required by this division.
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vhretassified—eivit—servieeA person is required to make a report

under division (B) of this section if the person meets any of

the following:

(1) The person is elected to a public office.

(2) The person is appointed to or within a public office.

(3) The person has a fiduciary duty to a public office.

(4) The person holds a supervisory position within a

public office.

(5) The person is emploved in the department or office

responsible for processing any expenses of the public office.

(B) If a person identified in division (A) of this section

becomes aware during the person's term of office or in the

course of the person's employment of a violation of state or

federal statutes, rules, or regulations—e¥—, £he—misuse of

public resources, amd—or of a cybersecurity event, the
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emptroyeetls—person immediately shall notify the auditor of state, 78
via the auditor of state's fraud-reporting system under section 79
117.103 of the Revised Code or via other means. 80
(C) If a classified or unclassified employee in the civil 81
service becomes aware in the course of the emplovee's employment 82
of a violation of state or federal statutes, rules, or 83
requlations, or misuse of public resources, regardless of 84
whether the emplovee is required to make a report under division 85
(A) of this section, the employee may also file a written report 86
of the violation, or misuse, to the employee's supervisor or 87
appointing authority, if that supervisor or appointing authority 88
has authority to correct the violation or misuse;—the—empltoyee 89
may—fite—a written report—identifyingthe violationor misuse 90
with—the—supervisor—or—appoiptinrg—agthority. In addition to er— 91
iastead—oef filingawritten report—withthe superviseor —orf 92
appointing—autheritythe above, the employee may file a written 93
report with the office of internal audit created under section 94
126.45 of the Revised Code or file a complaint with the auditor 95
of statels—frauvd—reporting—Systemr—under—Section—11++-—1+03—of—¢th 96
Revigsed—Cedestate. 97
If the employee reasonably believes that a violation or 98
misuse of public resources is a criminal offense, the employee, 99
in addition to er—Emstead—ef—filing a written report or 100
complaint with the supervisor, appointing authority, the office 101
of internal audit, or the auditor of statels—fraud—reporeinyg 102
systemstate, may report it to a prosecuting attorney, director 103
of law, village solicitor, or similar chief legal officer of a 104
township, municipal corporation, or other public office, to a 105
peace officer, as defined in section 2935.01 of the Revised 106
Code, or, if the violation or misuse of public resources is 107

within the jurisdiction of the inspector general, to the 108
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inspector general in accordance with section 121.46 of the
Revised Code. In addition to that report, if the employee
reasonably believes the violation or misuse is also a violation
of Chapter 102., section 2921.42, or section 2921.43 of the
Revised Code, the employee may report it to the appropriate

ethics commission.

42— (D) Except as otherwise provided in division 43— (E)
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disciplinary action against amr—employee—in

d—eivit—serviee a person for making any report or

filing a complaint as awtherized—required by division 4A—(B) or

permitted by division (C) of this section, including, without

limitation, doing any of the following:

(1) Removing or suspending the emptreyee—person from

employment;

(2) Withholding from the emptreyee—person salary increases

or empreyee—benefits to which the empleyee—person is otherwise
entitled;

(3) Transferring or reassigning the empteyeeperson;

(4) Denying the emptoyee—person a promotion that otherwise

would have been received;

(5) Reducing the emptreoyee—person in pay or position.

: 1 . ] 3 fieq 3 e cioid

serwviee (E) A person shall make a reasonable effort to determine

the accuracy of any information reported under division 4A—(B)

or (C) of this section. Fhe—empleyee—A person is subject to

disciplinary action, including suspension or removal, as

determined by the empteyeels—person's appointing authority, for
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purposely, knowingly, or recklessly reporting false information

under division A—(B) or (C) of this section.

B+—(F) If an appointing authority takes any disciplinary

or retaliatory action against a elassified—eor—urelassified
emptoyee—person as a result of the empleyee'ls—havingfiled—
person filing a report or complaint under division +4&y—(B) or
(C) of this section, the emptreoyeels—person's sole and exclusive

remedy, notwithstanding any other provision of law, is to file

an appeal with the state personnel board of review within hirey—

one hundred eighty days after receiving actual notice of the

appointing authority's action. If the empteyee—person files such
an appeal, the board shall immediately notify the empltoyeels—
person's appointing authority and shall hear the appeal. The
board may affirm or disaffirm the action of the appointing
authority or may issue any other order as is appropriate. The
order of the board is appealable in accordance with Chapter 119.

of the Revised Code.

+>+—(G) In addition to any appropriate findings for

recovery, a person who recklessly fails to notify or report in

accordance with this section may be found in violation of

section 2921.44 of the Revised Code for dereliction of duty.

(H) As used in this section:

(1) "Purposely," "knowingly," and "recklessly" have the

same meanings as in section 2901.22 of the Revised Code.

(2) "Appropriate ethics commission" has the same meaning

as in section 102.01 of the Revised Code.

(3) "Inspector general" means the inspector general

appointed under section 121.48 of the Revised Code.

(4) "Public office" has the same meaning as in section

Page 6

138
139

140
141
142
143
144
145
146
147
148
149
150
151
152
153
154

155
156
157
158

159

160
16l

162
163

164
165

166



S. B. No. 91 Page 7
As Introduced

117.01 of the Revised Code. 167

(5) "Cybersecurity event" has the same meaning as in 168
section 3965.01 of the Revised Code. 169

Sec. 126.47. (A) The state audit committee created by 170
section 126.46 of the Revised Code shall ensure that the office 171
of internal audit in the office of budget and management has an 172
annual internal audit plan that identifies the internal audits 173
of state agencies or divisions of state agencies scheduled for 174
the next fiscal year. The chief internal auditor of the office 175
of internal audit shall submit the plan to the state audit 176
committee for review and comment before the beginning of each 177
fiscal year. The chief internal auditor may submit a revised 178
internal audit plan for review and comment at any time the 179
director of budget and management believes there is reason to 180
modify the previously submitted plan for a fiscal year. 181

(B) To determine the state agencies or divisions of state 182
agencies that are to be internally audited, the office of 183
internal audit, in the formulation of an annual or revised 184
internal audit plan, and the state audit committee, in reviewing 185
a submitted annual or revised internal audit plan, shall 186
consider the following factors: 187

(1) The risk for fraud, waste, or abuse of public money 188
within an agency or division; 189

(2) The length of time since an agency or division was 190
last subject to an internal audit; 191

(3) The size of an agency or division, and the amount of 192
time and resources necessary to audit it; 193

(4) Any other factor the state audit committee determines 194

to be relevant. 195



S. B. No. 91
As Introduced

(C) All internal audits shall be directed by employees of

the office of internal audit.

(D) After the conclusion of an internal audit, the chief
internal auditor shall submit a preliminary report of the
internal audit's findings and recommendations to the state audit
committee and to the director of the state agency involved. The
state agency or division of the state agency covered by the
preliminary report shall be provided an opportunity to respond
within thirty days after receipt of the preliminary report. The
response shall include a corrective action plan for any
recommendations in the preliminary report that are not disputed
by the agency or division. Any response received by the office
of internal audit within that thirty-day period shall be
included in the office's final report of the internal audit's
findings and recommendations. The final report shall be issued
by the office of internal audit within thirty days after the
termination of the thirty-day response period. Copies of the
final report shall be submitted to the state audit committee,
the governor, and the director of the state agency involved. The
state audit committee shall determine an appropriate method for
making the preliminary and final reports available for public

inspection in a timely manner.

Any suspected fraud or other illegal activity discovered
by the office of internal audit during an internal audit shall
be reported immediately to the state audit committee, the
director of the state agency in which the fraud or illegal
activity is suspected to have occurred, and the auditor of

state.

(E) The office of internal audit immediately shall forward

to the auditor of state any written report the office receives
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under section 124.341 of the Revised Code.

(F) The chief internal auditor shall prepare an annual
report and submit the report to the governor, the president of
the senate, the speaker of the house of representatives, and the
auditor of state. The office of budget and management shall make
the report available to the public by posting it on the office's

web site before the first of August of each year.
Sec. 1347.15. (A) As used in this section:

(1) "Confidential personal information" means personal
information that is not a public record for purposes of section

149.43 of the Revised Code.

(2) "State agency" does not include the courts or any
judicial agency, any state-assisted institution of higher

education, or any local agency.

(B) Each state agency shall adopt rules under Chapter 119.
of the Revised Code regulating access to the confidential
personal information the agency keeps, whether electronically or

on paper. The rules shall include all the following:

(1) Criteria for determining which employees of the state
agency may access, and which supervisory employees of the state
agency may authorize those employees to access, confidential

personal information;

(2) A list of the valid reasons, directly related to the
state agency's exercise of its powers or duties, for which only
employees of the state agency may access confidential personal

information;

(3) References to the applicable federal or state statutes

or administrative rules that make the confidential personal
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information confidential; 254

(4) A procedure that requires the state agency to do all 255
of the following: 256

(a) Provide that any upgrades to an existing computer 257
system, or the acquisition of any new computer system, that 258
stores, manages, or contains confidential personal information 259
include a mechanism for recording specific access by employees 260
of the state agency to confidential personal information; 261

(b) Until an upgrade or new acquisition of the type 262
described in division (B) (4) (a) of this section occurs, except 263
as otherwise provided in division (C) (1) of this section, keep a 264
log that records specific access by employees of the state 265
agency to confidential personal information; 266

(5) A procedure that requires the state agency to comply 267
with a written request from an individual for a list of 268
confidential personal information about the individual that the 269
state agency keeps, unless the confidential personal information 270
relates to an investigation about the individual based upon 271
specific statutory authority by the state agency; 272

(6) A procedure that requires the state agency to notify 273
each person whose confidential personal information has been 274
accessed for an invalid reason by employees of the state agency 275
of that specific access; 276

(7) A requirement that the director of the state agency 277
designate an employee of the state agency to serve as the data 278
privacy point of contact within the state agency to work with 279
the chief privacy officer within the office of information 280
technology to ensure that confidential personal information is 281

properly protected and that the state agency complies with this 282
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section and rules adopted thereunder;

(8) A requirement that the data privacy point of contact
for the state agency complete a privacy impact assessment form;

and

(9) A requirement that a password or other authentication
measure be used to access confidential personal information that

is kept electronically.

(C) (1) A procedure adopted pursuant to division (B) (4) of
this section shall not require a state agency to record in the
log it keeps under division (B) (4) (b) of this section any
specific access by any employee of the agency to confidential

personal information in any of the following circumstances:

(a) The access occurs as a result of research performed
for official agency purposes, routine office procedures, or
incidental contact with the information, unless the conduct

resulting in the access is specifically directed toward a

specifically named individual or a group of—speeifiaily

specifically named individuals.

(b) The access is to confidential personal information
about an individual, and the access occurs as a result of a
request by that individual for confidential personal information

about that individual.

(2) Each state agency shall establish a training program
for all employees of the state agency described in division (B)
(1) of this section so that these employees are made aware of
all applicable statutes, rules, and policies governing their

access to confidential personal information.

The office of information technology shall develop the

privacy impact assessment form and post the form on its internet
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web site by the first day of December each year. The form shall 312
assist each state agency in complying with the rules it adopted 313
under this section, in assessing the risks and effects of 314
collecting, maintaining, and disseminating confidential personal 315
information, and in adopting privacy protection processes 316
designed to mitigate potential risks to privacy. 317

(D) Each state agency shall distribute the policies 318
included in the rules adopted under division (B) of this section 319
to each employee of the agency described in division (B) (1) of 320
this section and shall require that the employee acknowledge 321
receipt of the copy of the policies. The state agency shall 322
create a poster that describes these policies and post it in a 323
conspicuous place in the main office of the state agency and in 324
all locations where the state agency has branch offices. The 325
state agency shall post the policies on the internet web site of 326
the agency if it maintains such an internet web site. A state 327
agency that has established a manual or handbook of its general 328
policies and procedures shall include these policies in the 329
manual or handbook. 330

(E) No collective bargaining agreement entered into under 331
Chapter 4117. of the Revised Code on or after—+the—effeectivedat 332
ef—+this——seetien April 7, 2009, shall prohibit disciplinary 333
action against or termination of an employee of a state agency 334
who is found to have accessed, disclosed, or used personal 335
confidential information in violation of a rule adopted under 336
division (B) of this section or as otherwise prohibited by law. 337

(F) The auditor of state shall obtain evidence that state 338
agencies adopted the required procedures and policies in a rule 339
under division (B) of this section, shall obtain evidence 340

supporting whether the state agency is complying with those 341
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policies and procedures, and may include citations or
recommendations relating to this section in any audit report

issued under section 117.11 of the Revised Code.

(G) A person who is harmed by a violation of a rule of a
state agency described in division (B) of this section may bring
an action in the court of claims, as described in division (F)
of section 2743.02 of the Revised Code, against any person who

directly and proximately caused the harm.

(H) (1) No person shall knowingly access confidential
personal information in violation of a rule of a state agency

described in division (B) of this section.

(2) No person shall knowingly use or disclose confidential

personal information in a manner prohibited by law.

(3) No state agency shall employ a person who has been
convicted of or pleaded guilty to a violation of division (H) (1)

or (2) of this section.

(4) A violation of division (H) (1) or (2) of this section

is a violation of a state statute for purposes of dixisien—A}

of—section 124.341 of the Revised Code.

Sec. 4113.52. (A) (1) (a) If an employee becomes aware in
the course of the employee's employment of a violation of any
state or federal statute or any ordinance or regulation of a
political subdivision that the employee's employer has authority
to correct, and the employee reasonably believes that the
violation is a criminal offense that is likely to cause an
imminent risk of physical harm to persons or a hazard to public
health or safety, a felony, or an improper solicitation for a
contribution, the employee orally shall notify the employee's

supervisor or other responsible officer of the employee's
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employer of the violation and subsequently shall file with that
supervisor or officer a written report that provides sufficient
detail to identify and describe the violation. If the employer
does not correct the violation or make a reasonable and good
faith effort to correct the violation within twenty-four hours
after the oral notification or the receipt of the report,
whichever is earlier, the employee may file a written report
that provides sufficient detail to identify and describe the
violation with the prosecuting authority of the county or
municipal corporation where the violation occurred, with a peace
officer, with the inspector general if the violation is within
the inspector general's Jjurisdiction, with the auditor of
state's fraud-reporting system under section 117.103 of the
Revised Code if applicable, or with any other appropriate public
official or agency that has regulatory authority over the
employer and the industry, trade, or business in which the

employer is engaged.

(b) If an employee makes a report under division (A) (1) (a)
of this section, the employer, within twenty-four hours after
the oral notification was made or the report was received or by
the close of business on the next regular business day following
the day on which the oral notification was made or the report
was received, whichever is later, shall notify the employee, in
writing, of any effort of the employer to correct the alleged
violation or hazard or of the absence of the alleged violation

or hazard.

(2) If an employee becomes aware in the course of the
employee's employment of a violation of chapter 3704., 3734.,
6109., or 6111. of the Revised Code that is a criminal offense,
the employee directly may notify, either orally or in writing,

any appropriate public official or agency that has regulatory
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authority over the employer and the industry, trade, or business

in which the employer is engaged.

(3) If an employee becomes aware in the course of the
employee's employment of a violation by a fellow employee of any
state or federal statute, any ordinance or regulation of a
political subdivision, or any work rule or company policy of the
employee's employer and the employee reasonably believes that
the violation is a criminal offense that is likely to cause an
imminent risk of physical harm to persons or a hazard to public
health or safety, a felony, or an improper solicitation for a
contribution, the employee orally shall notify the employee's
supervisor or other responsible officer of the employee's
employer of the violation and subsequently shall file with that
supervisor or officer a written report that provides sufficient

detail to identify and describe the violation.

(B) Except as otherwise provided in division (C) of this
section, no employer shall take any disciplinary or retaliatory
action against an employee for making any report authorized by
division (A) (1) or (2) of this section, or as a result of the
employee's having made any inquiry or taken any other action to
ensure the accuracy of any information reported under either
such division. No employer shall take any disciplinary or
retaliatory action against an employee for making any report
authorized by division (A) (3) of this section if the employee
made a reasonable and good faith effort to determine the
accuracy of any information so reported, or as a result of the
employee's having made any ingquiry or taken any other action to
ensure the accuracy of any information reported under that
division. For purposes of this division, disciplinary or
retaliatory action by the employer includes, without limitation,

doing any of the following:
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(1) Removing or suspending the employee from employment;

(2) Withholding from the employee salary increases or

employee benefits to which the employee is otherwise entitled;
(3) Transferring or reassigning the employee;

(4) Denying the employee a promotion that otherwise would

have been received;
(5) Reducing the employee in pay or position.

(C) An employee shall make a reasonable and good faith
effort to determine the accuracy of any information reported
under division (A) (1) or (2) of this section. If the employee
who makes a report under either division fails to make such an
effort, the employee may be subject to disciplinary action by
the employee's employer, including suspension or removal, for
reporting information without a reasonable basis to do so under

division (A) (1) or (2) of this section.

(D) If an employer takes any disciplinary or retaliatory
action against an employee as a result of the employee's having
filed a report under division (A) of this section, the employee
may bring a civil action for appropriate injunctive relief or
for the remedies set forth in division (E) of this section, or
both, within one hundred eighty days after the date the
disciplinary or retaliatory action was taken, in a court of
common pleas in accordance with the Rules of Civil Procedure. A
civil action under this division is not available to an employee
as a remedy for any disciplinary or retaliatory action taken by

an appointing authority against the employee as a result of the

employee's having filed a report under disisien—Ar—ef-section

124.341 of the Revised Code.

(E) The court, in rendering a judgment for the employee in
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an action brought pursuant to division (D) of this section, may
order, as it determines appropriate, reinstatement of the
employee to the same position that the employee held at the time
of the disciplinary or retaliatory action and at the same site
of employment or to a comparable position at that site, the
payment of back wages, full reinstatement of fringe benefits and
seniority rights, or any combination of these remedies. The
court also may award the prevailing party all or a portion of
the costs of litigation and, if the employee who brought the
action prevails in the action, may award the prevailing employee
reasonable attorney's fees, witness fees, and fees for experts
who testify at trial, in an amount the court determines
appropriate. If the court determines that an employer
deliberately has violated division (B) of this section, the
court, in making an award of back pay, may include interest at

the rate specified in section 1343.03 of the Revised Code.

(F) Any report filed with the inspector general under this
section shall be filed as a complaint in accordance with section

121.46 of the Revised Code.
(G) As used in this section:

(1) "Contribution”™ has the same meaning as in section

3517.01 of the Revised Code.

(2) "Improper solicitation for a contribution" means a
solicitation for a contribution that satisfies all of the

following:

(a) The solicitation violates division (B), (C), or (D) of

section 3517.092 of the Revised Code;

(b) The solicitation is made in person by a public

official or by an employee who has a supervisory role within the
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public office;

(c) The public official or employee knowingly made the
solicitation, and the solicitation violates division (B), (C),

or (D) of section 3517.092 of the Revised Code;

(d) The employee reporting the solicitation is an employee
of the same public office as the public official or the employee

with the supervisory role who is making the solicitation.

Section 2. That existing sections 117.103, 124.341,
126.47, 1347.15, and 4113.52 of the Revised Code are hereby

repealed.
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