Proponent Testimony for House Bill 577

Enhancing Security for Online Voter Registration Through Account Creation and
Multi-Factor Authentication

Chair Ray and members of the committee:

Thank you for this opportunity to support House Bill 577 sponsored by
Representative Ron Ferguson. In addition to requiring a copy of valid photo
ID for absentee ballots and other important reforms, this bill takes a
critical step to protect our voter registration system by requiring account
creation and multi-factor authentication (MFA) for anyone using Ohio's online
voter registration or update portal.

Online voter registration is convenient — Ohioans can register or update
their information anytime via the Secretary of State's secure portal at
olvr.ohiosos.gov. But convenience must never come at the expense of security.
Under current law, the online system relies primarily on self-reported
information, such as driver's license numbers or the last four digits of a
Social Security number, matched against existing records. While this works
well for many, it leaves room for potential abuse: someone could attempt to
register fraudulently using stolen or fabricated details, especially if they
register by mail first, or exploit weak access controls.

House Bill 577 addresses this vulnerability head-on by mandating:

e Secure account creation for users of the online voter registration
system.
e Multi-factor authentication (MFA) every time the account is accessed
for registration or updates. Acceptable MFA methods may include:
o A one-time code sent to a verified email address or phone number
on file with the Secretary of State or another state agency;
o A token (code) from authentication software on a verified device;
o Knowledge-based questions drawn from non-public records about the
individual.

These requirements align with best practices used by banks, government
agencies, and everyday apps to prevent unauthorized access. MFA dramatically
reduces risks of account takeover or fraudulent submissions — studies show it
blocks over 99% of automated attacks. Requiring it helps to ensure that only
the legitimate person can submit or change registration details, protecting
the integrity of the statewide voter registration database.

This provision is proactive, not reactive. Just as we don't wait for
widespread identity theft to require strong login security for financial
accounts, we shouldn't wait for registration fraud to escalate before
strengthening safeguards. The bill explicitly defines "multifactor
authentication" per Ohio law and ensures errors in processing won't prevent
eligible voters from registering or voting — effectively maintaining
accessibility while prioritizing security.

HB 577 already includes thoughtful accommodations elsewhere, including free
photo ID copies at state agencies, and religious exemptions via affidavit.



These online enhancements fit that balanced approach: stronger verification
without unnecessary barriers for honest voters.

In an era of increasing cyber threats and identity fraud, securing online
voter registration with accounts and MFA is essential to maintaining public
trust. Every eligible Ohiocan deserves a system that's both easy to use and
hard for bad actors to exploit.

Thank you for your consideration. I urge the committee to advance House Bill
577 to make Ohio's voter registration process more secure, consistent, and
trustworthy.

Respectfully submitted,

Calvin Pauley

Clermont County



