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Chair Claggett, Vice Chair Workman, Ranking Member Mohamed, and members of the House
Technology & Innovation Committee, thank you for the opportunity to present sponsor
testimony on House Bill 283, a bill to strengthen our local governments against the growing
threat of cyber-attacks.

Political subdivisions in Ohio have recently been subject to increasing rates of cybersecurity
incidents including numerous instances of spear phishing attacks that have cost taxpayers
hundreds of thousands of dollars in damage, losses, and improper payments. According to the
Auditor of State, in the period from mid-2023 to mid-2024, at least 23 government offices
experienced cyber-attacks. In Licking County, just one attack resulted in the theft of more than
$700,000.1 As cyber criminals become increasingly sophisticated in their attempts to steal
taxpayer dollars, local governments must have the resources in place to adequately respond and
protect taxpayer resources.

House Bill 283, drafted in close coordination with the Auditor’s office, requires that the
legislative authority of each political subdivision in the state adopt a cybersecurity program that
protects the confidentiality and integrity of their data and information technology resources. The
bill specifies that the program must conform to generally accepted best practices and may
include key elements such as the following:

- Identify the critical functions and cybersecurity risks of the political subdivision

- Specify mechanisms to detect potential cybersecurity threats

- Establish procedures for the repair of impacted infrastructure once a cybersecurity
incident occurs

- Establish cybersecurity training requirements for all employees of the political
subdivision (the bill notes that the annual cybersecurity training provided by the state and
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the training provided for local governments by the Ohio Persistent Cyber Initiative
Program of the Ohio Cyber Range Institute meet this requirement)

The bill additionally requires political subdivisions, following each cybersecurity incident, to
notify the Executive Director of the Division of Homeland Security within the Department of
Public Safety within seven days of discovering the incident and the Auditor of State within 30
days of discovering the incident. This will ensure prompt and accurate information is relayed to
the proper authorities involved in the response.

For ransomware incidents in which political subdivisions are subject to a ransom demand from
the attacker, the bill prohibits political subdivisions from complying with the ransom demand
unless its legislative authority formally approves the payment in a resolution or ordinance. Any
resolution or ordinance must explicitly state the reason the ransom payment is in the best interest
of the political subdivision. This requirement bolsters transparency and ensures constituents are
both aware of the incident’s occurrence and have an opportunity to provide feedback on the best
use of their taxpayer dollars.

Our offices have worked closely with the Auditor’s office to engage interested parties throughout
the drafting process, and the language before you is the result of extensive feedback and
numerous changes made to best serve both our interest in facilitating robust cybersecurity
standards and local governments’ needs in reasonably implementing the bill’s requirements. We
greatly appreciate their work and look forward to continuing the engage with our local partners
throughout the committee process.

Thank you again for the opportunity to testify, and we are happy to answer any questions.



